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Cloud Computing Fundamentals

Learning Objectives

The objectives of this chapter are to

Understand the basic ideas and motivation for cloud computing
To define cloud computing

Understand the 5-4-3 principles of cloud computing and cloud
ecosystem

Understand the working of a cloud application

Have a brief understanding on the benefits and drawbacks in cloud
computing

Preamble

Modern computing with our laptop or desktop or even with tablets/smart-
phones using the Internet to access the data and details that we want, which
are located/stored at remote places/computers, through the faces of appli-
cations like Facebook, e-mail, and YouTube, brings the actual power of
information that we need instantaneously within no time. Even if millions
of users get connected in this manner, from anywhere in the world, these
applications do serve what these users—customers want. This phenomenon
of supply of information or any other data and details to all the needy cus-
tomers, as and when it is asked, is the conceptual understanding and work-
ing of what is known as cloud computing. This chapter is devoted to give

basic understanding on cloud computing,.
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2.1 Motivation for Cloud Computing

Let us review the scenario of computing prior to the announcement and
availability of cloud computing: The users who are in need of computing
are expected to invest money on computing resources such as hardware,
software, networking, and storage; this investment naturally costs a bulk
currency to the users as they have to buy these computing resources, keep
these in their premises, and maintain and make it operational—all these
tasks would add cost. And, this is a particularly true and huge expenditure
to the enterprises that require enormous computing power and resources,
compared with classical academics and individuals.

On the other hand, it is easy and handy to get the required computing
power and resources from some provider (or supplier) as and when it is
needed and pay only for that usage. This would cost only a reasonable invest-
ment or spending, compared to the huge investment when buying the entire
computing infrastructure. This phenomenon can be viewed as capital expen-
diture versus operational expenditure. As one can easily assess the huge lump
sum required for capital expenditure (whole investment and maintenance for
computing infrastructure) and compare it with the moderate or smaller lump
sum required for the hiring or getting the computing infrastructure only to
the tune of required time, and rest of the time free from that. Therefore, cloud
computing is a mechanism of bringing—hiring or getting the services of the com-
puting power or infrastructure to an organizational or individual level to the
extent required and paying only for the consumed services.

One can compare this situation with the usage of electricity (its services)
from its producer-cum-distributor (in India, it is the state-/government-owned
electricity boards that give electricity supply to all residences and organiza-
tions) to houses or organizations; here, we do not generate electricity (compa-
rable with electricity production-related tasks); rather, we use it only to tune
up our requirements in our premises, such as for our lighting and usage of
other electrical appliances, and pay as per the electricity meter reading value.

Therefore, cloud computing is needed in getting the services of comput-
ing resources. Thus, one can say as a one-line answer to the need for cloud
computing that it eliminates a large computing investment without compro-
mising the use of computing at the user level at an operational cost. Cloud
computing is very economical and saves a lot of money. A blind benefit of
this computing is that even if we lose our laptop or due to some crisis our
personal computer—and the desktop system—gets damaged, still our data
and files will stay safe and secured as these are not in our local machine (but
remotely located at the provider’s place—machine).

In addition, one can think to add security while accessing these remote
computing resources as depicted in Figure 2.1.

Figure 2.1 shows several cloud computing applications. The cloud represents
the Internet-based computing resources, and the accessibility is through some
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FIGURE 2.1
Cloud computing.

secure support of connectivity. It is a computing solution growing in popu-
larity, especially among individuals and small- and medium-sized compa-
nies (SMEs). In the cloud computing model, an organization’s core computer
power resides offsite and is essentially subscribed to rather than owned.
Thus, cloud computing comes into focus and much needed only when we
think about what computing resources and information technology (IT) solu-
tions are required. This need caters to a way to increase capacity or add capabil-
ities on the fly without investing in new infrastructure, training new personnel,
or licensing new software. Cloud computing encompasses the subscription-
based or pay-per-use service model of offering computing to end users or cus-
tomers over the Internet and thereby extending the IT’s existing capabilities.

2.1.1 The Need for Cloud Computing

The main reasons for the need and use of cloud computing are convenience and
reliability. In the past, if we wanted to bring a file, we would have to save it to a
Universal Serial Bus (USB) flash drive, external hard drive, or compact disc (CD)
and bring that device to a different place. Instead, saving a file to the cloud
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(e.g., use of cloud application Dropbox) ensures that we will be able to access it
with any computer that has an Internet connection. The cloud also makes it much
easier to share a file with friends, making it possible to collaborate over the web.

While using the cloud, losing our data/file is much less likely. However,
just like anything online, there is always a risk that someone may try to gain
access to our personal data, and therefore, it is important to choose an access
control with a strong password and pay attention to any privacy settings for
the cloud service that we are using.

2.2 Defining Cloud Computing

In the simplest terms, cloud computing means storing and accessing data
and programs over the Internet from a remote location or computer instead
of our computer’s hard drive. This so called remote location has several
properties such as scalability, elasticity etc., which is significantly different
from a simple remote machine. The cloud is just a metaphor for the Internet.
When we store data on or run a program from the local computer’s hard
drive, that is called local storage and computing. For it to be considered cloud
computing, we need to access our data or programs over the Internet. The end
result is the same; however, with an online connection, cloud computing can
be done anywhere, anytime, and by any device.

2.2.1 NIST Definition of Cloud Computing

The formal definition of cloud computing comes from the National Institute of
Standards and Technology (NIST): “Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of config-
urable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal manage-
ment effort or service provider interaction. This cloud model is composed of five
essential characteristics, three service models, and four deployment models [1].
It means that the computing resource or infrastructure—be it server hardware,
storage, network, or application software—all available from the cloud vendor
or provider’s site/premises, can be accessible over the Internet from any remote
location and by any local computing device. In addition, the usage or accessibil-
ity is to cost only to the level of usage to the customers based on their needs and
demands, also known as the pay-as-you-go or pay-as-per-use model. If the need
is more, more quantum computing resources are made available (provisioning
with elasticity) by the provider. Minimal management effort implies that at the
customer’s side, the maintenance of computing systems is very minimal as they
will have to look at these tasks only for their local computing devices used for
accessing cloud-based resources, not for those computing resources managed at
the provider’s side. Details of five essential characteristics, three service models,
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and four deployment models are provided in the 5-4-3 principles in Section 2.3.
Many vendors, pundits, and experts refer to NIST, and both the International
Standards Organization (ISO) and the Institute of Electrical and Electronics
Engineers (IEEE) back the NIST definition.

Now, let us try to define and understand cloud computing from two other
perspectives—as a service and a platform—in the following sections.

2.2.2 Cloud Computing Is a Service

The simplest thing that any computer does is allow us to store and retrieve
information. We can store our family photographs, our favorite songs, or
even save movies on it, which is also the most basic service offered by cloud
computing. Let us look at the example of a popular application called Flickr
to illustrate the meaning of this section.

While Flickr started with an emphasis on sharing photos and images, it
has emerged as a great place to store those images. In many ways, it is supe-
rior to storing the images on your computer:

1. First, Flickr allows us to easily access our images no matter where
we are or what type of device we are using. While we might upload
the photos of our vacation from our home computer, later, we can
easily access them from our laptop at the office.

2. Second, Flickr lets us share the images. There is no need to burn them
to a CD or save them on a flash drive. We can just send someone our
Flickr address to share these photos or images.

3. Third, Flickr provides data security. By uploading the images to
Flickr, we are providing ourselves with data security by creating a
backup on the web. And, while it is always best to keep a local copy—
either on a computer, a CD, or a flash drive—the truth is that we are
far more likely to lose the images that we store locally than Flickr is
of losing our images.

2.2.3 Cloud Computing Is a Platform

The World Wide Web (WWW) can be considered as the operating system
for all our Internet-based applications. However, one has to understand that
we will always need a local operating system in our computer to access web-
based applications.

The basic meaning of the term platform is that it is the support on which
applications run or give results to the users. For example, Microsoft Windows
is a platform. But, a platform does not have to be an operating system. Java is
a platform even though it is not an operating system.

Through cloud computing, the web is becoming a platform. With trends
(applications) such as Office 2.0, more and more applications that were
originally available on desktop computers are now being converted into
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web—cloud applications. Word processors like Buzzword and office suites
like Google Docs are now available in the cloud as their desktop counter-
parts. All these kinds of trends in providing applications via the cloud are
turning cloud computing into a platform or to act as a platform.

2.3 5-4-3 Principles of Cloud computing

The 5-4-3 principles put forth by NIST describe (a) the five essential char-
acteristic features that promote cloud computing, (b) the four deployment
models that are used to narrate the cloud computing opportunities for cus-
tomers while looking at architectural models, and (c) the three important
and basic service offering models of cloud computing.

2.3.1 Five Essential Characteristics

Cloud computing has five essential characteristics, which are shown in
Figure 2.2. Readers can note the word essential, which means that if any of
these characteristics is missing, then it is not cloud computing:

1. On-demand self-service: A consumer can unilaterally provision com-
puting capabilities, such as server time and network storage, as
needed automatically without requiring human interaction with
each service’s provider.

2. Broad network access: Capabilities are available over the network and
accessed through standard mechanisms that promote use by hetero-
geneous thin or thick client platforms (e.g., mobile phones, laptops,
and personal digital assistants [PDAs]).

On-demand
self
services

Measured Broad network
service access

Cloud computing

RGNS
pooling

Rapid elasticity

FIGURE 2.2
The essential characteristics of cloud computing.



Cloud Computing Fundamentals 15

3. Elastic resource pooling: The provider’s computing resources are
pooled to serve multiple consumers using a multitenant model, with
different physical and virtual resources dynamically assigned and
reassigned according to consumer demand. There is a sense of loca-
tion independence in that the customer generally has no control or
knowledge over the exact location of the provided resources but may
be able to specify the location at a higher level of abstraction (e.g,,
country, state, or data center). Examples of resources include storage,
processing, memory, and network bandwidth.

4. Rapid elasticity: Capabilities can be rapidly and elastically provi-
sioned, in some cases automatically, to quickly scale out and rapidly
released to quickly scale in. To the consumer, the capabilities avail-
able for provisioning often appear to be unlimited and can be pur-
chased in any quantity at any time.

5. Measured service: Cloud systems automatically control and optimize
resource use by leveraging a metering capability at some level of
abstraction appropriate to the type of service (e.g., storage, process-
ing, bandwidth, and active user accounts). Resource usage can be
monitored, controlled, and reported providing transparency for
both the provider and consumer of the utilized service.

2.3.2 Four Cloud Deployment Models

Deployment models describe the ways with which the cloud services can be
deployed or made available to its customers, depending on the organizational
structure and the provisioning location. One can understand it in this man-
ner too: cloud (Internet)-based computing resources—that is, the locations
where data and services are acquired and provisioned to its customers—
can take various forms. Four deployment models are usually distinguished,
namely, public, private, community, and hybrid cloud service usage:

1. Private cloud: The cloud infrastructure is provisioned for exclusive
use by a single organization comprising multiple consumers (e.g.,
business units). It may be owned, managed, and operated by the
organization, a third party, or some combination of them, and it may
exist on or off premises.

2. Public cloud: The cloud infrastructure is provisioned for open use by
the general public. It may be owned, managed, and operated by a
business, academic, or government organization, or some combina-
tion of them. It exists on the premises of the cloud provider.

3. Community cloud: The cloud infrastructure is shared by several orga-
nizations and supports a specific community that has shared con-
cerns (e.g., mission, security requirements, policy, and compliance
considerations). It may be managed by the organizations or a third
party and may exist on premise or off premise.
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4. Hybrid cloud: The cloud infrastructure is a composition of two or
more distinct cloud infrastructures (private, community, or public)
that remain unique entities but are bound together by standardized
or proprietary technology that enables data and application porta-
bility (e.g., cloud bursting for load balancing between clouds).

2.3.3 Three Service Offering Models

The three kinds of services with which the cloud-based computing resources
are available to end customers are as follows: Software as a Service (SaaS),
Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). It is also
known as the service—platform-infrastructure (SPI) model of the cloud and is
shown in Figure 2.3. SaaS is a software distribution model in which applica-
tions (software, which is one of the most important computing resources) are
hosted by a vendor or service provider and made available to customers over
anetwork, typically the Internet. PaaS is a paradigm for delivering operating
systems and associated services (e.g., computer aided software engineering
[CASE] tools, integrated development environments [IDEs] for developing
software solutions) over the Internet without downloads or installation. IaaS
involves outsourcing the equipment used to support operations, including
storage, hardware, servers, and networking components.

1. Cloud SaaS: The capability provided to the consumer is to use the
provider’s applications running on a cloud infrastructure, includ-
ing network, servers, operating systems, storage, and even individ-
ual application capabilities, with the possible exception of limited
user-specific application configuration settings. The applications are
accessible from various client devices through either a thin client

Software as a Service (SaaS)

* End user application is delivered as a service.

Platform as a Service (PaaS)

* Application platform onto which custom
applications and services can be deployed.

Infrastructure as a Service (IaaS)

« Physical infrastructure is abstracted to provide
computing, storage, and networking as a service.

FIGURE 2.3
SPI—service offering model of the cloud.
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interface, such as a web browser (e.g., web-based e-mail), or a pro-
gram interface. The consumer does not manage or control the under-
lying cloud infrastructure. Typical applications offered as a service
include customer relationship management (CRM), business intel-
ligence analytics, and online accounting software.

2. Cloud PaaS: The capability provided to the consumer is to deploy
onto the cloud infrastructure consumer-created or acquired applica-
tions created using programming languages, libraries, services, and
tools supported by the provider. The consumer does not manage or
control the underlying cloud infrastructure but has control over the
deployed applications and possibly configuration settings for the
application-hosting environment. In other words, it is a packaged
and ready-to-run development or operating framework. The PaaS
vendor provides the networks, servers, and storage and manages
the levels of scalability and maintenance. The client typically pays
for services used. Examples of PaaS providers include Google App
Engine and Microsoft Azure Services.

3. Cloud IaaS: The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing
resources on a pay-per-use basis where he or she is able to deploy
and run arbitrary software, which can include operating systems
and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over the operating
systems, storage, and deployed applications and possibly limited
control of select networking components (e.g., host firewalls). The
service provider owns the equipment and is responsible for housing,
cooling operation, and maintenance. Amazon Web Services (AWS) is
a popular example of a large IaaS provider.

The major difference between PaaS and laaS is the amount of control that
users have. In essence, PaaS allows vendors to manage everything, while
IaaS requires more management from the customer side. Generally speak-
ing, organizations that already have a software package or application for a
specific purpose and want to install and run it in the cloud should opt to use
Iaa$S instead of PaaS.

2.4 Cloud Ecosystem

Cloud ecosystem is a term used to describe the complete environment or sys-
tem of interdependent components or entities that work together to enable
and support the cloud services. To be more precise, the cloud computing’s
ecosystem is a complex environment that includes the description of every
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item or entity along with their interaction; the complex entities include the tra-
ditional elements of cloud computing such as software (SaaS), hardware (PaaS
and/or laaS), other infrastructure (e.g., network, storage), and also stakehold-
ers like consultants, integrators, partners, third parties, and anything in their
environments that has a bearing on the other components of the cloud.

The cloud ecosystem of interacting components and organizations with indi-
viduals, together known as the actors who could be responsible for either provid-
ing or consuming cloud services, can be categorized in the following manner:

1. Cloud service users (CSUs): A consumer (an individual/person), enter-
prise (including enterprise administrator), and/or government/
public institution or organization that consumes delivered cloud
services; a CSU can include intermediate users that will deliver
cloud services provided by a cloud service provider (CSP) to actual
users of the cloud service, that is, end users. End users can be per-
sons, machines, or applications.

2. CSPs: An organization that provides or delivers and maintains or
manages cloud services, that is, provider of SaaS, Paa$, laaS, or any
allied computing infrastructure.

3. Cloud service partners (CSNs): A person or organization (e.g., applica-
tion developer; content, software, hardware, and/or equipment pro-
vider; system integrator; and/or auditor) that provides support to the
building of a service offered by a CSP (e.g., service integration).

CSN 1 (application developer)

FIGURE 2.4
Actors with some of their possible roles in a cloud ecosystem.
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In layman’s terms, the cloud ecosystem describes the usage and value of each
entity in the ecosystem, and when all the entities in the ecosystem are put
together, users are now able to have an integrated suite made up of the best-
of-breed solutions. An example of this ecosystem can be a cloud accounting
solution such as Tally; while this SaaS vendor focuses on their support for
accounting and integrated payroll solutions, they can engage (collaborate)
with any other third-party CSPs who could support additional features
in the accounting software like reporting tools, dashboards, work papers,
workflow, project management, and CRM, covering the majority of a client
or customer firm’s software needs. And, any other additional requirement
that may be essential will likely be added by a partner joining the ecosystem
in the near future. Figure 2.4 illustrates the idea of a cloud ecosystem.

2.5 Requirements for Cloud Services

From the concepts illustrated in the earlier sections, one can understand that
the cloud services or service offering models require certain features to be
exhibited in order to be considered as services. The following are the basic
requirements for anything that can be considered as a service by the actors
of the cloud computing ecosystem, which can be offered or provisioned
through the cloud:

1. Multitenancy: Multitenancy is an essential characteristic of cloud sys-
tems aiming to provide isolation of the different users of the cloud
system (tenants) while maximizing resource sharing. It is expected
that multitenancy be supported at various levels of a cloud infra-
structure. As an example, at the application level, multitenancy is a
feature that allows a single instance of an application (say, database
system) and leverages the economy of scale to satisfy several users
at the same time.

2. Service life cycle management: Cloud services are paid as per usage
and can be started and ended at any time. Therefore, it is required
that a cloud service support automatic service provisioning. In addi-
tion, metering and charging or billing settlement needs to be pro-
vided for services that are dynamically created, modified, and then
released in virtual environments.

3. Security: The security of each individual service needs to be pro-
tected in the multitenant cloud environment; the users (tenants) also
support the needed secured services, meaning that a cloud provides
strict control for tenants’ service access to different resources to
avoid the abuse of cloud resources and to facilitate the management
of CSUs by CSPs.



20 Essentials of Cloud Computing

4. Responsiveness: The cloud ecosystem is expected to enable early
detection, diagnosis, and fixing of service-related problems in order
to help the customers use the services faithfully.

5. Intelligent service deployment: It is expected that the cloud enables effi-
cient use of resources in service deployment, that is, maximizing the
number of deployed services while minimizing the usage of resources
and still respecting the SLAs. For example, the specific application
characteristics (e.g., central processing unit [CPUJ-intensive, input/
output [IO]-intensive) that can be provided by developers or via appli-
cation monitoring may help CSPs in making efficient use of resources.

6. Portability: It is expected that a cloud service supports the portabil-
ity of its features over various underlying resources and that CSPs
should be able to accommodate cloud workload portability (e.g,
VM portability) with limited service disruption.

7. Interoperability: It is expected to have available well-documented and
well-tested specifications that allow heterogeneous systems in cloud
environments to work together.

8. Requlatory aspects: All applicable regulations shall be respected,
including privacy protection.

9. Environmental sustainability: A key characteristic of cloud computing
is the capability to access, through a broad network and thin clients,
on-demand shared pools of configurable resources that can be rap-
idly provisioned and released. Cloud computing can then be con-
sidered in its essence as an ICT energy consumption consolidation
model, supporting mainstream technologies aiming to optimize
energy consumption (e.g., in data centers) and application perfor-
mance. Examples of such technologies include virtualization and
multitenancy.

10. Service reliability, service availability, and quality assurance: CSUs demand
for their services end-to-end quality of service (QoS) assurance, high
levels of reliability, and continued availability to their CSPs.

11. Service access: A cloud infrastructure is expected to provide CSUs
with access to cloud services from any user device. It is expected that
CSUs have a consistent experience when accessing cloud services.

12. Flexibility: It is expected that the cloud service be capable of support-
ing multiple cloud deployment models and cloud service categories.

13. Accounting and charging: It is expected that a cloud service be capable
to support various accounting and charging models and policies.

14. Massive data processing: It is expected that a cloud supports mecha-
nisms for massive data processing (e.g., extracting, transforming, and
loading data). It is worth to note in this context that distributed and/
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or parallel processing systems will be used in cloud infrastructure
deployments to provide large-scale integrated data storage and pro-
cessing capabilities that scale with software-based fault tolerance.

The expected requirements for services in the laaS category include the
following:

¢ Computing hardware requirements (including processing, memory,
disk, network interfaces, and virtual machines)

¢ Computing software requirements (including OS and other prein-
stalled software)

e Storage requirements (including storage capacity)

* Network requirements (including QoS specifications, such as band-
width and traffic volumes)

® Availability requirements (including protection/backup plan for
computing, storage, and network resources)

The expected service requirements for services in the PaaS category include
the following:

® Requirements similar to those of the IaaS category

* Deployment options of user-created applications (e.g., scale-out options)

The expected service requirements for services in the SaaS category include
the following:

* Application-specific requirements (including licensing options)
* Network requirements (including QoS specifications such as band-
width and traffic volumes)

2.6 Cloud Application

A cloud application is an application program that functions or executes in
the cloud; the application can exhibit some characteristics of a pure desk-
top application and some characteristics of a pure web-based application.
A desktop application resides entirely on a single device at the user’s location
(it does not necessarily have to be a desktop computer), and on the other
hand, a web application is stored entirely on a remote server and is delivered
over the Internet through a browser interface.
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Like desktop applications, cloud applications can provide fast responsive-
ness and can work offline. Like web applications, cloud applications need not
permanently reside on the local device, but they can be easily updated online.
Cloud applications are, therefore, under the user’s constant control, yet they
need not always consume storage space on the user’s computer or communi-
cations device. Assuming that the user has a reasonably fast Internet connec-
tion, a well-written cloud application offers all the interactivity of a desktop
application along with the portability of a web application.

A cloud application can be used with a web browser connected to the
Internet. Now, it is possible for the user interface portion of the application to
exist on the local device and for the user to cache data locally, enabling full
offline mode when desired. Also, a cloud application, unlike a web app, can be
used in any sensitive situation where wireless devices—connectivity—are not
allowed (i.e., even when no Internet connection is available for some period).

An example of cloud application is a web-based e-mail (e.g., Gmail, Yahoo
mail); in this application, the user of the e-mail uses the cloud—all of the
emails in their inbox are stored on servers at remote locations at the e-mail
service provider.

However, there are many other services that use the cloud in different
ways. Here is yet another example: Dropbox is a cloud storage service that
lets us easily store and share files with other people and access files from a
mobile device as well.

2.7 Benefits and Drawbacks

One of the attractions of cloud computing is accessibility. If our applications
and documents are in the cloud and are not saved on an office server, then we
can access and use them at anytime, anywhere for our working, whether we
are at work, at home, or even at a friend’s house. Cloud computing also enables
precisely the right amount of computing power and resources to be used for
applications. Cloud computing vendors provide computing-related services as
a bundle of computing power and parcel it out on demand. Customers can
draw and make use as much or as little computing power as they need, being
charged only for the usage time/computing power; accordingly, this scheme
can save money. This also implies that scalability is one of the cloud computing’s
big benefits. When we need more computing power, cloud computing can
give instant access to exactly what we need. In the cloud model, an organi-
zation’s core computer power resides offsite and is essentially subscribed to
rather than owned. There is no capital expenditure, only operational expen-
diture. It also relieves us from the responsibility and costs of maintenance of
the entire computing infrastructure and pushes all these to the cloud vendor
or provider. The cloud also offers a new level of reliability. The virtualization
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technology enables a vendor’s cloud software to automatically move data from
a piece of hardware that goes bad or is pulled offline to a section of the system
or hardware that is functioning or operational. Therefore, the client gets seam-
less access to the data. Separate backup systems, with cloud disaster recov-
ery strategies, provide another layer of dependability and reliability. Finally,
cloud computing also promotes a green alternative to paper-intensive office
functions. It is because it needs less computing hardware on premise, and all
computing-related tasks take place remotely with minimal computing hard-
ware requirement with the help of technological innovations such as virtual-
ization and multitenancy. Another viewpoint on the green aspect is that cloud
computing can reduce the environmental impact of building, shipping, hous-
ing, and ultimately destroying (or recycling) computer equipment as no one is
going to own many such systems in their premises and managing the offices
with fewer computers that consume less energy comparatively. A consolidated
set of points briefing the benefits of cloud computing can be as follows:

1. Achieve economies of scale: We can increase the volume output or pro-
ductivity with fewer systems and thereby reduce the cost per unit of
a project or product.

2. Reduce spending on technology infrastructure: It is easy to access data
and information with minimal upfront spending in a pay-as-you-go
approach, in the sense that the usage and payment are similar to an
electricity meter reading in the house, which is based on demand.

3. Globalize the workforce: People worldwide can access the cloud with
Internet connection.

4. Streamline business processes: It is possible to get more work done in
less time with less resource.

5. Reduce capital costs: There is no need to spend huge money on hard-
ware, software, or licensing fees.

6. Pervasive accessibility: Data and applications can be accessed anytime,
anywhere, using any smart computing device, making our life so
much easier.

7. Monitor projects more effectively: It is possible to confine within bud-
getary allocations and can be ahead of completion cycle times.

8. Less personnel training is needed: It takes fewer people to do more work
on a cloud, with a minimal learning curve on hardware and soft-
ware issues.

9. Minimize maintenance and licensing software: As there is no too much
of on-premise computing resources, maintenance becomes simple
and updates and renewals of software systems rely on the cloud
vendor or provider.

10. Improved flexibility: 1t is possible to make fast changes in our work
environment without serious issues at stake.
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Drawbacks to cloud computing are obvious. The main point in this context is
that if we lose our Internet connection, we have lost the link to the cloud and
thereby to the data and applications. There is also a concern about security as
our entire working with data and applications depend on other’s (cloud ven-
dor or providers) computing power. Also, while cloud computing supports
scalability (i.e., quickly scaling up and down computing resources depend-
ing on the need), it does not permit the control on these resources as these
are not owned by the user or customer. Depending on the cloud vendor or
provider, customers may face restrictions on the availability of applications,
operating systems, and infrastructure options. And, sometimes, all devel-
opment platforms may not be available in the cloud due to the fact that the
cloud vendor may not aware of such solutions. A major barrier to cloud com-
puting is the interoperabebility of applications, which is the ability of two
or more applications that are required to support a business need to work
together by sharing data and other business-related resources. Normally,
this does not happen in the cloud as these applications may not be available
with a single cloud vendor and two different vendors having these applica-
tions do not cooperate with each other.

2.8 Summary

For a clear understanding of cloud computing, there are certain fundamen-
tal concepts to be known, as discussed in this chapter. This chapter starts
with the motivation for cloud computing and discusses in brief the reason
for which cloud was introduced, the need for cloud computing, and the basic
definition of cloud. NIST provides a standard definition for cloud computing.
Cloud is based on the 5-4-3 principle. Cloud has different environments. And
s0, the cloud ecosystem is discussed, which briefly points out different roles
involved in cloud computing. Further several essential features of cloud com-
puting are elaborated. Applications in cloud are also briefly discussed. The
chapter ends with a detailed note on the benefits and drawbacks of cloud.

Review Points

* Cloud computing: Cloud computing is a model for enabling ubig-
uitous, convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provi-
sioned and released with minimal management effort or service
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provider interaction. This cloud model is composed of five essen-
tial characteristics, three service models, and four deployment
models (see Section 2.2.1).

Cloud ecosystem: A person or organization (e.g., application developer;
content, software, hardware, and/or equipment provider; system
integrator; and/or auditor) that provides support to the building of
a service offered by a CSP (e.g., service integration) (see Section 2.4).

Cloud service providers: An organization that provides or delivers and
maintains or manages cloud services, that is, provider of Saa$S, PaaS,
IaaS, or any allied computing infrastructure (see Section 2.4).

Multitenancy: Multitenancy is an essential characteristic of cloud sys-
tems aiming to provide isolation of the different users of the cloud
system (tenants) while maximizing resource sharing (see Section 2.5).
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Review Questions

1.
2.

5.
6.

What is cloud computing? Why is it needed?

Describe a real-life example to illustrate the concepts behind cloud
computing.

. Distinguish between the definitions of cloud computing is a service

and cloud computing is a platform.

. Isit true that all essential characteristic features of the cloud are nec-

essary to completely describe it?
What are the service offering models of the cloud?
What are the deployment models of the cloud?

7. What are the actors and their roles in a typical cloud ecosystem?

8.

9.
10.

Enlist and explain the requirements that need to be considered for
cloud services.

Explain how a cloud application is being accessed.

Give a brief note on the merits and demerits of cloud computing.
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