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Cloud Deployment Models

Learning Objectives

The objectives of this book chapter are to

® Introduce the readers to cloud deployment models

¢ Describe the cloud deployments in detail

* Analyze the advantages and disadvantages of each deployed models
¢ Discuss the problems related to each deployment model

¢ Elaborate the deployments models based on properties like SLA and
security

Preamble

This chapter broadly discusses the deployment models available in the
cloud which are one of the most important concepts related to cloud
computing. The deployment models are the different ways in which the
cloud computing environment can be set up, that is, the several ways in
which the cloud can be deployed. It is important to have an idea about the
deployment models because setting up a cloud is the most basic require-
ment prior to starting any further study about cloud computing. Cloud
computing is business oriented, and the popularity of the cloud is cred-
ited to its market-oriented nature. In the business perspective, making
the correct decision regarding the deployment model is very important.
A model should be selected based on the needs, requirements, budget, and
security. A wrong decision in the deployment model may affect the orga-
nization heavily. Hence, it is very important to know about deployment
models. There are many users of the cloud, and each user has different
needs. One deployment model will not suite all the cloud users. Based on
the cloud setup, the properties of the cloud change. There are four types of
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deployment models available in the cloud, namely, private, public, commu-
nity, and hybrid. Each and every type has its own advantages and disad-
vantages as discussed in the succeeding sections.

4.1 Introduction

Deployment models can be defined as the different ways in which the cloud
can be deployed. These models are fully user centric, that is, these depend
on users’ requirement and convenience. A user selects a model based on his
or her requirement and needs. Basically, there are four types of deployment
models in the cloud:

1. Private cloud
2. Public cloud
3. Community cloud
4. Hybrid cloud

The classification of the cloud is based on several parameters such as the size
of the cloud (number of resources), type of service provider, location, type
of users, security, and other issues. The smallest in size is the private cloud
(Figure 4.1).

The private cloud is the most basic deployment model that can be deployed
by a single organization for its personal use. It is not shared by other organi-
zations, and it is not allowed for public use. The private cloud is to serve the
people of an organization. It is usually on premise but can be outsourced also.
The next one is the community cloud, which is an extension of the private
cloud. Here, the cloud is the same as the private cloud but is shared by sev-
eral organizations. The community cloud is established for a common cause.

Community Hybrid

Private cloud Public cloud cloud cloud

FIGURE 4.1
Cloud deployment models.
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The cause can be anything, but usually it leads to mutual benefits among
the participating organizations. The next is the public cloud, which is the
opposite of the private cloud. This cloud allows access from any place in
the world and is open to the public. This cloud is biggest in size among all
other deployment models. The public cloud model is one of the most popu-
lar deployment models. The public cloud service provider charges the users
on an hourly basis and serve the users according to the service-level agree-
ments (SLAs), which are discussed in the succeeding sections. The next one
is the hybrid cloud, which is a combination of other deployments. Usually, it
consists of the private and public clouds combined. Several properties of the
private cloud are used with the properties of the public cloud. This cloud is
one of the upcoming cloud models growing in the industry.

All four types of cloud deployments are discussed in detail in subsequent
sections.

4.2 Private Cloud

In this section, the private cloud deployment model is discussed. According
to the National Institute of Standards and Technology (NIST), private cloud
can be defined as the cloud infrastructure that is provisioned for exclusive
use by a single organization comprising multiple consumers (e.g., business
units). It may be owned, managed, and operated by the organization, a third
party, or some combination of them, and it may exist on or off premises [1].

The private cloud in simple terms is the cloud environment created for
a single organization. It is usually private to the organization but can be
managed by the organization or any other third party. Private cloud can be
deployed using Opensource tools such as Openstack [2], Eucalyptus [3].

The private cloud is small in size as compared to other cloud models. Here,
the cloud is deployed and maintained by the organizations itself.

4.2.1 Characteristics

Certain characteristics of the private cloud are as follows:

1. Secure: The private cloud is secure. This is because usually the pri-
vate cloud is deployed and managed by the organization itself, and
hence there is least chance of data being leaked out of the cloud.
In the case of outsourced cloud, the service provider may view the
cloud (though governed by SLAs), but there is no other risk from
anybody else as all the users belong to the same organization.

2. Central control: The organization mostly has full control over the
cloud as usually the private cloud is managed by the organization
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itself. Thus, when managed by the organization itself, there is no
need for the organization to rely on anybody.

3. Weak SLAs: Formal SLAs may or may not exist in a private cloud.
But if they exist they are weak as it is between the organization and
the users of the same organization. Thus, high availability and good
service may or may not be available. This depends on the organiza-
tion that is controlling the cloud.

4.2.2 Suitability

Suitability refers to the instances where this cloud model can be used. It also
signifies the most suitable conditions and environment where this cloud
model can be used, such as the following:

e The organizations or enterprises that require a separate cloud for
their personal or official use.

* The organizations or enterprises that have a sufficient amount of
funds as managing and maintaining a cloud is a costly affair.

¢ The organizations or enterprises that consider data security to be
important.

* The organizations that want autonomy and complete control over
the cloud.

¢ The organizations that have a less number of users.

* The organizations that have prebuilt infrastructure for deploying
the cloud and are ready for timely maintenance of the cloud for effi-
cient functioning.

® Special care needs to be taken and resources should be available for
troubleshooting.

The private cloud platform is not suitable for the following:

¢ The organizations that have high user base
* The organizations that have financial constraints
¢ The organizations that do not have prebuilt infrastructure

* The organizations that do not have sufficient manpower to maintain
and manage the cloud

According to NIST [4], the private cloud can be classified into several types
based on their location and management:

¢ On-premise private cloud

¢ Outsourced private cloud
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4.2.3 On-Premise Private Cloud

On-premise private cloud is a typical private cloud that is managed by a
single organization. Here, the cloud is deployed in organizational premises
and is connected to the organizational network. Figure 4.2 describes a pri-
vate cloud (on premise).

4.2.3.1 Issues

There are several issues associated with private clouds as discussed in the
following:

1. SLA: SLA plays a very important role in any cloud service deployment
model. For any cloud to operate, there must be certain agreements
between the user and the service provider. The service provider will
agree upon certain terms and conditions regarding the service deliv-
ery. These terms and conditions need to be strictly followed; if not,
there will be a penalty on the part of the defaulting party. If the ser-
vice provider fails to provide services as per the SLA, then he has to
pay a penalty to the user; this penalty can be in any form, which is
termed according to the SLA. These SLAs have different effects on
different cloud delivery models. Here in the private cloud, the SLAs
are defined between an organization and its users, that is, mostly
employees. Usually, these users have broader access rights than the
general public cloud users. Similarly in the service provider’s side, the
service providers are able to efficiently provide the service because of
the small user base and mostly efficient network.

2. Network: The cloud is totally dependent on the network that is laid out.
The network usually consists of a high bandwidth and has a low latency.

Private organization

FIGURE 4.2
On-premise private cloud.
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This is because the connection is only inside the organization. Network
management is easier in this case, and resolving a network issue
is easier.

3. Performance: The performance of a cloud delivery model primarily
depends on the network and resources. Since here the networks are
managed internally, the performance can be controlled by the net-
work management team, and mostly this would have good perfor-
mance as the number of resources is low.

4. Security and data privacy: Security and data privacy, though a prob-
lem with every type of service model, affect the private cloud the
least. As the data of the users are solely managed by the company
and most of the data would be related to the organization or com-
pany, here there is a lesser chance that the data will be leaked to people
outside as there are no users outside the organization. Hence, com-
paratively, the private cloud is more resistant to attacks than any
other cloud type purely because of the type of users and local area
network. But, security breaches are possible if an internal user mis-
uses the privileges.

5. Location: The private cloud does not have any problems related to
the location of data being stored. In a private cloud, the data are
internal and are usually stored in the same geographical location
where the cloud users, that is, organization, are present (on-premise
cloud). If a company has several physical locations, then the cloud
is distributed over several places. In this case, there is a possibil-
ity that cloud resources have to be accessed using the Internet (by
establishing a virtual private network [VPN] or without a VPN).

6. Cloud management: Cloud management is a broad area where the
entire cloud-related tasks are managed in order to provide seam-
less services to the customers. This involves several tasks such as
resource scheduling, resource provisioning, and resource manage-
ment. The number of users, the network size, and the amount of
resources are some of the important parameters that affect the man-
agement of the cloud. Here, the network is small, and the numbers
of users and the amount of resources are less.

7. Multitenancy: The cloud basically has a multitenant architecture.
As multitenant architecture supports multiple tenants with the same
physical or software resource, there is a chance of unwanted access
of data, and it will have less effect in the private cloud as all the
issues will be intraorganizational.

8. Maintenance: The cloud is maintained by the organization where the
cloud is deployed. The defective resources (drives and processors)
are replaced with the good resources. The number of resources is
less in the private cloud, so maintenance is comparatively easier.
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FIGURE 4.3
Outsourced private cloud.

4.2.4 Outsourced Private Cloud

The outsourced private cloud has a cloud outsourced to a third party.
A third party manages the whole cloud. Everything is same as usual private
cloud except that here the cloud is outsourced. There are several advantages
and disadvantages of outsourcing the cloud. The following are the proper-
ties that have a significant change due to the outsourced nature of the cloud.
All the other aspects are same as on-site private cloud. Figure 4.3 depicts an
outsourced private cloud.

4.2.4.1 Issues

The issues that are specific to outsourced private cloud are discussed in the
following:

1. SLA: The SLA is between the third party and the outsourcing orga-
nization. Here, the whole cloud is managed by the third party that
will be usually not available on premise. The SLAs are usually fol-
lowed strictly as it is a third-party organization.

2. Network: The cloud is fully deployed at the third-party site. The
cloud’s internal network is managed by a third party, and the orga-
nizations connect to the third party by means of either a dedicated
connection or through the Internet. The internal network of the
organization is managed by the organization, and it does not come
under the purview of the SLA.

3. Security and privacy: Security and privacy need to be considered
when the cloud is outsourced. Here, the cloud is less secure than the
on-site private cloud. The privacy and security of the data mainly
depend on the hosting third party as they have the control of the
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cloud. But, basically the security threat is from the third party and
the internal employee.

4. Laws and conflicts: If this cloud is deployed outside the country, then
the security laws pertaining to that will apply upon the data and the
data are still not fully safe. Usually, private clouds are not deployed
outside, but if the off-site location is outside the country’s boundary,
then several problems may arise.

5. Location: The private cloud is usually located off site here. When
there is a change of location, the data need to be transmitted through
long distances. In few cases, it might be out of the country, which
will lead to certain issues regarding the data and its transfer.

6. Performance: The performance of the cloud depends on the third
party that is outsourcing the cloud.

7. Maintenance: The cloud is maintained by a third-party organization
where the cloud is deployed. As mentioned, the defective resources
(drives and processors) are replaced with the good resources. Here,
again the process is less complex compared to the public cloud. The
cost of maintenance is a big issue. If an organization owns a cloud,
then the cost related to the cloud needs to be borne by the organiza-
tion and this is usually high.

The deployment of the private cloud into a medium-sized (configuration)
machine has now become an easier task. To experience a real cloud, the pri-
vate cloud can be used. The minimum configuration varies for each type of
platforms, but in general, a machine with an 8 GB RAM, 250 GB hard disk,
and at least an i7 processor will allow the user to install a private cloud in
it. Further, this private (Infrastructure-as-a-Service [[aaS]) cloud can be used
to create a virtual machine, and then a user can test these virtual machines.
Based on the configuration, the efficiency of the cloud varies. This deploy-
ment may not offer a full-fledged private cloud for several users but can be
very useful to understand the working of a private cloud.
There are several advantages and disadvantages of a private cloud.

4.2.5 Advantages

¢ The cloud is small in size and is easy to maintain.
¢ It provides a high level of security and privacy to the user.

e Itis controlled by the organization.

4.2.6 Disadvantages

¢ For the private cloud, budget is a constraint.

¢ The private clouds have loose SLAs.
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4.3 Public Cloud

According to NIST, the public cloud is the cloud infrastructure that is provi-
sioned for open use by the general public. It may be owned, managed, and
operated by a business, academic, or government organization, or some com-
bination of them [1]. It exists on the premises of the cloud provider.

The typical public cloud is depicted in Figure 4.4. Public cloud consists of
users from all over the world. A user can simply purchase resources on an
hourly basis and work with the resources. There is no need of any prebuilt
infrastructure for using the public cloud. These resources are available in the
cloud provider’s premises. Usually, cloud providers accept all the requests,
nd hence, the resources in the service providers’ end are considered infinite
in one aspect. Some of the well-known examples of the public cloud are
Amazon AWS [5], Microsoft Azure [6], etc.

4.3.1 Characteristics

1. Highly scalable: The public cloud is highly scalable. The resources in
the public cloud are large in number and the service providers make
sure that all the requests are granted. Hence, the public cloud is con-
sidered to be scalable.

2. Affordable: The public cloud is offered to the public on a pay-as-you-
go basis; hence, the user has to pay only for what he or she is using
(usually on a per-hour basis). And, this does not involve any cost
related to the deployment.

Public cloud

FIGURE 4.4
Public cloud.
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3. Less secure: The public cloud is less secure out of all the four deploy-
ment models. This is because the public cloud is offered by a third
party and they have full control over the cloud. Though the SLAs
ensure privacy, still there is a high risk of data being leaked.

4. Highly available: The public cloud is highly available because any-
body from any part of the world can access the public cloud with
proper permission, and this is not possible in other models as geo-
graphical or other access restrictions might be there.

5. Stringent SLAs: SLA is very stringent in the case of the public cloud.
As the service provider’s business reputation and customer strength
are totally dependent on the cloud services, they follow the SLA
strictly and violations are avoided. These SLAs are very competitive.

4.3.2 Suitability

There are several occasions and environments where the public cloud is suit-
able. Thus, the suitability of the public cloud is described. The public cloud
can be used whenever the following applies:

¢ The requirement for resources is large, that is, there is large user base.
* The requirement for resources is varying,.
¢ There is no physical infrastructure available.

¢ An organization has financial constraints.
The public cloud is not suitable, where the following applies:

® Security is very important.
¢ Organization expects autonomy.
e Third-party reliability is not preferred.

4.3.3 lIssues

Several issues pertaining to the public cloud are as follows:

1. SLA: Unlike the private cloud, here the number of users is more and
so are the numbers of service agreements. The service provider is
answerable to all the users. The users here are diverse. The SLA
will cover all the users from all parts of the world. The service pro-
vider has to guarantee all the users a fair share without any priority.
Having the same SLA for all users is what is usually expected, but
it depends on the service provider to have the same SLA for all the
users irrespective of the place they are.

2. Network: The network plays a major role in the public cloud. Each
and every user getting the services of the cloud gets it through
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the Internet. The services are accessed through the Internet by all
the users, and hence, the service delivery wholly depends on the net-
work. Unlike the private cloud where the organization takes respon-
sibility for the network, here the service provider is not responsible
for the network. The service provider is responsible for providing
proper service to the customer, and once the services are given from
the service provider, it goes on in transit to the user. The user will
be charged for even if he or she has problem due to the network.
The network usually consists of a high bandwidth and has a low
latency. This is because the connection is only inside the organiza-
tion. Network management is easier in this case.

3. Performance: As mentioned, the performance of a cloud delivery
model primarily depends on the network and the resources. The
service provider has to adequately manage the resources and the
network. As the number of users increases, it is a challenging task
for the service providers to give good performance.

4. Multitenancy: The resources are shared, that is, multiple users share
the resources, hence the term multitenant. Due to this property,
there is a high risk of data being leaked or a possible unprivileged
access.

5. Location: The location of the public cloud is an issue. As the public
cloud is fragmented and is located in different regions, the access
to these clouds involves a lot of data transfers through the Internet.
There are several issues related to the location. For example, a user
from India might be using the public cloud and he might have to
access his personal resources from other countries. This is not good
as the data are being stored in some other country.

6. Security and data privacy: Security and data privacy are the biggest
challenges in the public cloud. As data are stored in different places
around the globe, data security is a very big issue. A user storing the
data outside his or her country has a risk of the data being viewed by
other people as that does not come under the jurisdiction of the user’s
country. Though this might not always be true, but it may happen.

7. Laws and conflicts: The data are stored in different places of the world
in different countries. Hence, data centers are bound to laws of the
country in which they are located. This creates many conflicts and
problems for the service providers and the users.

8. Cloud management: Here, the number of users is more, and so the
management is difficult. The jobs here are time critical, and as the
number of users increases, it becomes more difficult. Inefficient
management of resources will lead to resource shortage, and user
service might be affected. It has a direct impact on SLA and may
cause SLA violation.
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9. Maintenance: Maintaining the whole cloud is another task. This
involves continuous check of the resources, network, and other such
parameters for long-lasting efficient delivery of the service. The
resource provider has to continuously change the resource compo-
nents from time to time. The task of maintenance is very crucial in the
public cloud. The good the cloud is maintained, the better is the qual-
ity of service. Here, the cloud data center is where the maintenance
happens; continuously, the disks are replaced from time to time.

The issues discussed earlier will help to understand the public cloud. Before
using the public cloud, one has to choose a cloud service provider. One can
choose the public cloud based on certain parameters like SLA violations,
security, and cost of resources. Thus, a cloud’s quality is determined by the
SLA violation it does. The less the SLA violation it does, the better the cloud
is. This is one way of selecting the public cloud; another way is by cost. If the
job for which the resources are used is not time sensitive, then the service
provider who offers the least cost is selected.

There following are several advantages and disadvantages of public clouds.

4.3.4 Advantages

* There is no need of establishing infrastructure for setting up a cloud.
¢ There is no need for maintaining the cloud.

¢ They are comparatively less costly than other cloud models.

e Strict SLAs are followed.

* There is no limit for the number of users.

¢ The public cloud is highly scalable.

4.3.5 Disadvantages

® Security is an issue.

e Privacy and organizational autonomy are not possible.

4.4 Community Cloud

According to NIST, the community cloud is the cloud infrastructure that is
provisioned for exclusive use by a specific community of consumers from
organizations that have shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be owned, managed, and oper-
ated by one or more of the organizations in the community, a third party,
or some combination of them, and it may exist on or off premises [1]. It is a
further extension of the private cloud. Here, a private cloud is shared between
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FIGURE 4.5
Community cloud.

several organizations. Either the organizations or a single organization may
collectively maintain the cloud.

The main advantage of the public cloud is that the organizations are able
to share the resources among themselves based on specific concerns. Thus,
here the organizations are able to extract the power of the cloud, which is
much bigger than the private cloud, and at the same time, they are able to
use it at a usually less cost. The community is formed based on any common
cause, but eventually, all the members of the community are benefitted.

This model is very suitable for organizations that cannot afford a private
cloud and cannot rely on the public cloud either. Figure 4.5 describes the
community cloud.

4.4.1 Characteristics

1. Collaborative and distributive maintenance: The community cloud is
wholly collaborative, and usually no single party has full control
over the whole cloud (in some cases, it may be controlled by one
party). This is usually distributive, and hence, better cooperation
gives better results. Even though it may be outsourced, collaboration
based on purpose always proves to be beneficial.

2. Partially secure: Partially secure refers to the property of the com-
munity cloud where few organizations share the cloud, so there is
a possibility that the data can be leaked from one organization to
another, though it is safe from the outside world.
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3. Cost effective: The community cloud is cost effective as the whole
cloud is being shared by several organizations or a community.
Usually, not only cost but every other sharable responsibilities are
also shared or divided among the groups.

4.4.2 Suitability

This kind of cloud is suitable for organizations that

¢ Want to establish a private cloud but have financial constraint
* Do not want to complete maintenance responsibility of the cloud
* Want to establish the cloud in order to collaborate with other clouds

¢ Want to have a collaborative cloud with more security features than
the public cloud

This cloud is not suitable for organizations that

¢ Prefer autonomy and control over the cloud

¢ Does not want to collaborate with other organizations
There are two types of community cloud deployments:

1. On-premise community cloud
2. Outsourced community cloud

4.4.3 On-Premise Community Cloud

On-premise community cloud consists of the cloud deployed within the
premises and is maintained by the organizations themselves.

4.4.3.1 Issues

The issues related to on-site community cloud are as follows:

1. SLA: Here, SLA is a little more stringent than the private cloud but is
less stringent than the public cloud. As more than one organization
is involved, SLA has to be there to have a fair play among the users
of the cloud and among the organizations themselves.

2. Network: The private cloud can be there in any location as this
cloud is being shared by more than one organization. Here, each
organization will have a separate network, and they will connect
to the cloud. It is the responsibility of each organization to take
care of their own network. The service provider is not responsible
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for the network issues in the organization. The network is not
big and complex as in the public cloud.

3. Performance: In this type of deployment, more than one organiza-
tion coordinate together and provide the cloud service. Thus, it is
on the maintenance and management team that the performance
depends.

4. Multitenancy: There is a moderate risk due to multitenancy. As this
cloud is meant for several organizations, the unprivileged access
into interorganizational data may lead to several problems.

5. Location: The location of the cloud is very important in this case.
Usually, the cloud is deployed at any one of the organizations or is
maintained off site by any third party. In either case, the organiza-
tions have to access the cloud from another location.

6. Security and privacy: Security and privacy are issues in the commu-
nity cloud since several organizations are involved in it. The privacy
between the organizations needs to be maintained. As the data are
collectively stored, the situation is more like that of a public cloud
with less users. The organizations should have complete trust on
the service provider, and as all other cloud models, this becomes the
bottleneck.

7. Laws and conflicts: This applies if organizations are located in differ-
ent countries. If the organizations are located in the same country,
then there is no issue, but if these organizations are located else-
where, that is, in different countries, then they have to abide by the
rules of the country in which the cloud infrastructure is present,
thus making the process a bit more complex.

8. Cloud management: Cloud management is done by the service
provider, here in this case by the organizations collectively. The
organizations will have a management team specifically for this
cloud and that is responsible for all the cloud management-related
operations.

9. Cloud maintenance: Cloud maintenance is done by the organizations
collectively. The maintenance team collectively maintains all the
resources. It is responsible for continuous replacement of resources.
In the community cloud, the number of resources is less than the
public cloud but usually more than the private cloud.

4.4.4 Outsourced Community Cloud

In the outsourced community cloud, the cloud is outsourced to a third
party. The third party is responsible for maintenance and management of
the cloud.
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4.4.4.1 Issues

The following are some aspects in the community cloud that changed
because of the outsourced nature of the community cloud:

1. SLA: The SLA is between the group of organizations and the service
provider. The SLA here is stringent as it involves a third party. The
SLA here is aimed at a fair share of resources among the organiza-
tions. The service provider is not responsible for the technical prob-
lems within the organization.

2. Network: The issues related to the network are same as the on-site
community cloud, but here the service provider is outsourced and
hence organizations are responsible for their own network and the
service provider is responsible for the cloud network.

3. Performance: The performance totally depends on the outsourced
service provider. The service provider is responsible for efficient ser-
vices, except for the network issue in the client side.

4. Security and privacy: As discussed earlier, there are security and pri-
vacy issues as several organizations are involved in it, but in addition
to that, the involvement of a third party as a service provider will
create much more issues as the organizations have to completely rely
on the third party.

5. Laws and conflicts: In addition to the issues related to laws due to orga-
nizations’ location, there is a major issue associated with the location
of the cloud service provider. If the service provider is outside the
country, then there is conflict related to data laws in that country.

6. Cloud management and maintenance: Cloud management and mainte-
nance are done by the service provider. The complexity of managing
and maintenance increases with the number of organizations in the
community. But, this is less complex than the public cloud.

7. The community cloud as said is an extension of the private cloud.
The issues discussed earlier would be more or less the same as the
issues related to the private cloud with a very few differences. The
community cloud would prove to be successful if a group of organi-
zations work cooperatively.

The following describes the several advantages and disadvantages of the
community cloud.

4.4.5 Advantages

¢ It allows establishing a low-cost private cloud.
¢ It allows collaborative work on the cloud.
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e It allows sharing of responsibilities among the organization.

¢ It has better security than the public cloud.

4.4.6 Disadvantages

¢ Autonomy of an organization is lost.
® Security features are not as good as the private cloud.
¢ Itis not suitable if there is no collaboration.

4.5 Hybrid Cloud

According to NIST, the hybrid cloud can be defined as the cloud infrastruc-
ture that is a composition of two or more distinct cloud infrastructures
(private, community, or public) that remain unique entities but are bound
together by standardized or proprietary technology that enables data and
application portability [1].

The hybrid cloud usually is a combination of both public and private clouds.
This is aimed at combining the advantages of private and public clouds. The
usual method of using the hybrid cloud is to have a private cloud initially, and
then for additional resources, the public cloud is used. There are several advan-
tages of the hybrid cloud. The hybrid cloud can be regarded as a private cloud
extended to the public cloud. This aims at utilizing the power of the public cloud
by retaining the properties of the private cloud. One of the popular examples for
the hybrid cloud is Eucalyptus [7]. Eucalyptus was initially designed for the pri-
vate cloud and is basically a private cloud, but now it also supports hybrid cloud.
Figure 4.6 shows the hybrid cloud. The hybrid cloud can be further extended
into a vast area of federated clouds that is discussed in subsequent chapters.

1
: Private cloud
X (internal)

Public cloud |
(external) !

- e

FIGURE 4.6
Hybrid cloud.
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4.5.1 Characteristics

1. Scalable: The hybrid cloud is a combination of one or more deployment
models. Usually, the private with public cloud gives hybrid cloud.
The main reason of having a hybrid cloud is to use the property of
a public cloud with a private cloud environment. The public cloud
is used whenever needed; hence, as the public cloud is scalable, the
hybrid cloud with the help of its public counterpart is also scalable.

2. Partially secure: The hybrid cloud usually is a combination of public and
private. The private cloud is considered to be secured, but as the hybrid
cloud also uses the public cloud, there is high risk of security breach.
Thus, it cannot be fully termed as secure but as partially secure.

3. Stringent SLAs: As the hybrid cloud involved a public cloud intervention,
the SLAs are stringent and might as per the public cloud service pro-
vider. But overall, the SLAs are more stringent than the private cloud.

4. Complex cloud management: Cloud management is complex and is a
difficult task in the hybrid cloud as it involves more than one type of
deployment models and also the numbers of users are high.

4.5.2 Suitability

The hybrid cloud environment is suitable for

® Organizations that want the private cloud environment with the
scalability of the public cloud

¢ Organizations that require more security than the public cloud
The hybrid cloud is not suitable for

* Organizations that consider security as a prime objective

® Organizations that will not be able to handle hybrid cloud
management

4.5.3 lIssues

The cloud can be analyzed in the following aspects:

1. SLA: SLA is one of the important aspects of the hybrid cloud as both
private and public are involved. There is a right combination of SLAs
between the clouds. The private cloud does not have stringent agree-
ments, whereas the public cloud has certain strict rules to be covered.
The SLAs to be covered under each purview are clearly defined, and
it wholly depends on the service provider (private cloud) to provide
efficient services to the customers.
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2. Network: The network is usually a private network, and whenever
there is a necessity, the public cloud is used through the Internet.
Unlike the public cloud, here there is a private network also. Thus, a
considerable amount of effort is required to maintain the network.
The organization takes the responsibility from the network.

3. Performance: The hybrid cloud is a special type of cloud in which the
private environment is maintained with access to the public cloud
whenever required. Thus, here again a feel of an infinite resource is
restored. The cloud provider (private cloud) is responsible for pro-
viding the cloud.

4. Multitenancy: Multitenancy is an issue in the hybrid cloud as it
involves the public cloud in addition to the private cloud. Thus, this
property can be misused and the breaches will have adverse affects
as some parts of the cloud go public.

5. Location: Like a private cloud, the location of these clouds can be on
premise or off premise and they can be outsourced. They will have
all the issues related to the private cloud; in addition to that, issues
related to the public cloud will also come into picture whenever
there is intermittent access to the public cloud.

6. Security and privacy: Whenever the user is provided services using
the public cloud, security and privacy become more stringent. As it
is the public cloud, the threat of data being lost is high.

7. Laws and conflicts: Several laws of other countries come under the
purview as the public cloud is involved, and usually these public
clouds are situated outside the country’s boundaries.

8. Cloud management: Here, everything is managed by the private cloud
service provider.

9. Cloud maintenance: Cloud maintenance is of the same complexity as the
private cloud; here, only the resources under the purview of the private
cloud need to be maintained. It involves a high cost of maintenance.

The hybrid cloud is one of the fastest growing deployment models, which
is now being discussed because of its characteristics as discussed earlier.
The issues discussed provide an overview about the difference between the
other cloud models and the hybrid cloud model. There is another part of the
cloud called as federated cloud that is described in the subsequent chapter.
There are several advantages and disadvantages of the hybrid cloud.

4.5.4 Advantages

¢ It gives the power of both the private and public clouds.
e Itis highly scalable.
e It provides better security than the public cloud.
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4.5.5 Disadvantages
¢ The security features are not as good as the public cloud.
* Managing a hybrid cloud is complex.
e It has stringent SLAs.

4.6 Summary

Cloud computing forms the base for many things in today’s world. To start
with, the deployment models form the base and need to be known before
starting with other aspects of the cloud. These deployment models are based
on several properties such as size, location, and complexity. There are four
types of deployment models discussed in this chapter. The description of
each deployment model with its characteristic and its suitability to differ-
ent kinds of needs is provided. Each type of deployment model has its own
significance. Each deployment model is used in one or other aspects. These
deployment models are very important and usually have a great impact on
the businesses that are dependent on the cloud. A smart choice of deploy-
ment model always proves to be beneficial, avoiding heavy losses. Hence,
high importance is given to deployment models.

Review Points

® Deployment models: Deployment models can be defined as the differ-
ent ways in which the cloud can be deployed (see Section 4.1).

e Private cloud: Private cloud is the cloud environment created for a
single organization (see Section 4.2).

e Public cloud: Public cloud is the cloud infrastructure that is provi-
sioned for open use by the general public (see Section 4.3).

* Hybrid cloud: Hybrid cloud can be defined as the cloud infrastructure
that is a composition of two or more distinct cloud infrastructures
(see Section 4.5).

e Community cloud: Community cloud is the cloud infrastructure that
is provisioned for exclusive use by a specific community of consum-
ers from organizations that have shared concerns (see Section 4.4).

e SLA:SLAs are terms and conditions that are negotiated between the
service provider and the user (See Section 4.2.3.1).

* Multitenancy: Multitenancy is a property of cloud in which multiple
users share the same software resource as tenants (see Section 4.2.3.1).
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Review Questions

O B~ W BN

6.

. Compare and contrast public and private clouds.

. What is SLA? Are SLAs different for each type of cloud deployment?
. Analyze the cloud deployment models based on security.

. How do laws of different countries affect the public cloud model?

. Differentiate community cloud and hybrid cloud based on their

properties.

Public cloud is less secure. Justify.

7. What is outsourced community cloud?

8.
9.

What are the characteristics of hybrid cloud?

What are the advantages of using the community cloud?
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